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Government of India
Ministry of Finance
Department of Expenditure
O/o Controller General of Accounts
GIFMIS- PFMS
Dated-01.10.2025

Office Memorandum

Subject: Roll out of new GIFMIS Portal (https://www.gifmis.cga.gov.in) for Treasury Users of
PFMS

This is with reference to this office Corrigendum OM of even No. 371 dated 20.08.2025
(copy enclosed) wherein the universal roll out of New GIFMIS
URL https://www.gifmis.cga.gov.in was put on hold till further orders.

2. In line with the efforts to enhance system performance, manage increased user load, and
improve the overall user experience on PFMS and based on the user experience and feedback_it
has been decided to roll out the new GIFMIS URL https://www.gifmis.cga.qgov.in universally for
the Treasury Users of all the PAOs in Ministries/ Departments w.e.f. 06/10/2025.

3. The new URL https://www.gifmis.cga.gov.in will be activated w.e.f. 06/10/2025 and all
the treasury users will be migrated onto the new GIFMIS URL. The treasury users (PD, PD Maker,
PD Checker, DDO, DDO Maker, DDO Checker, Bill Distributor, Dealing Hand, AAO, PAO, Pr. AO
Dealing hand, PrAO -AAQ, PrAO) will no longer be able to log in to https://www.pfms.nic.in.

4. It may also be noted that after migration to the new GIFMIS URL
I.e. https://www.gifmis.cga.gov.in, users already registered for FIDO, require to re-register for
FIDO. User Manual of the FIDO registration is enclosed for reference.

5 All Pr. CCAs/CCAs/CAs with independent charge are requested to widely disseminate this
information to all concerned field offices, thereby facilitating seamless migration of treasury users
to new GIFMIS URL (https://www.gifmis.cga.gov.in) for performing treasury functions.

6. In this regard, for any issues during the migration process, please contact: -

a) Shri Anil Mahendru, email: pao2000@nic.in, Phone 011 — 24665410/411
b) Ms. Surekha Kumari, email: itd-pfms@gov.in, Phone 011 — 246654 14/650

This issues with the approval of the competent authority.

Encl.: As above.

Assistant Controller General of Accounts
GIFMIS-PFMS

To:
All Pr. CCAs/CCAs/CAs (with independent charge)
Copy for information to-

1. PSto Addl. CGA, PFMS

2. Jt. CGA (TRBR)/ Jt. CGA (Roll Out)/ Jt. CGA (DBT)

3. All Sr. AOs/AAOs, GIFMIS, O/o CGA

4. Sr. Accounts Officer, GIFMIS, O/o CGA for uploading on the website of CGA
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Government of India
Ministry of Finance
Department of Expenditure
O/o Controller General of Accounts
GIFMIS- PFMS
3rd floor, MLN Bhawan,
New Delhi
Dated- 12.09.2025

Corrigendum- Office Memorandum

Sub- Roll out of new GIFMIS portal (https://www.gifmis.cga.gov.in) for Sanction
users of selected PAOs- req.

Reference is invited to the O/o CGA OM No. |-12024/2/2023-CGA/e-14519/368
dated 12.09.2025 (copy enclosed) wherein it has been informed that a new GIFMIS
portal viz. www.qifmis.cqa.gov.in is to be rolled out for Treasury Users of all the PAOs
from 15" September, 2025.

2. In this context, it is stated that the universal roll out of new GIFMIS URL from
15/09/2025 has been put on hold until further orders.

3. It may also be noted that there is no change in the contents of the earlier OM
dated 20.08.2025 (copy enclosed) and the 7 PAOs which were shortlisted for the pilot
roll out shall continue to work in the new GIFMIS URL only.

4. This issues with the approval of the competent authority.

Encl.: As above.

Assistant Controller General of Accounts
GIFMIS-PFMS

To:
All Pr. CCAs/CCAs/CAs (with independent charge)

Copy for information to-

1. PStoAddl. CGA, PFMS
- 2. Jt. CGA (TRBR)/ Jt. CGA (Roll Out)/ Jt. CGA (DBT)
3. All Sr. AOs/AAOs, GIFMIS, O/o CGA
4. Sr. Accounts Officer, GIFMIS, O/o CGA for uploading on the website of CGA
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Government of India
Ministry of Finance
Department of Expenditure
Olo Controller General of Accounts

GIFMIS- PFMS
Dated- 12.09.2025

Office Memorandum

Subject: Roll out of new GIFMIS Portal (https://www.gifmis.cga.gov.in) for Treasury
Users of PFMS

In continuation of this office OM of even No. 345 dated 20.08.2025 (copy enclosed)
wherein it was decided to migrate the treasury users (Claimants, Employees, PD, PD Maker,
PD Checker, DDO, DDO Maker, DDO Checker, Bill Distributor, Dealing Hand, AAO, PAQ,
Pr. AO Dealing hand, Pr. AO-AAO, Pr. AO, CCA etc.) of some selected PAOs to a new
dedicated URL https://www.gifmis.cga.gov.in on pilot basis w.e.f. 22.08.2025.

2. Further, in line with the efforts to enhance system performance, manage increased
user load, and improve the overall user experience on PFMS and based on the user

experience and feedback_it has been decided to roll out the new GIFMIS URL universally
for the Treasury Users of all the PAOs in Ministries/ Departments w.e.f. 15/09/2025.

3. The new URL https://iwww.gifmis.cga.gov.in will be activated w.e.f. 15/09/2025
and all the treasury users will be migrated onto the new GIFMIS URL. The treasury users
(PD, PD Maker, PD Checker, DDO, DDO Maker, DDO Checker, Bill Distributor, Dealing
Hand, AAO, PAO, Pr. AO Dealing hand, Pr AO -AAQ, Pr AO) will no longer be able to log in
to https:/Mwww.pfms.nic.in.

4, It may also be noted that after migration to the new GIFMIS URL
i.e. https://www.gifmis.cga.gov.in, users already registered for FIDO, require to re-
register for FIDO. User Manual of the FIDO registration is enclosed for reference.

o All Pr. CCAs/CCAs/CAs with independent charge are requested to widely
disseminate this information to all concerned field offices, thereby facilitating seamless
migration of treasury users to new GIFMIS URL (https://www.gifmis.cga.gov.in) for
performing treasury functions.

6. In this regard, for any issues during the migration process, please contact; -

a) Shri Anil Mahendru, email: pao2000@nic.in, Phone 011 — 24665410/411
b) Ms. Surekha Kumari, email: itd-pfms@gov.in, Phone 011 — 24665414/650

This issues with the approval of the competent authority.

Encl.: As above. !

Assistant Controller General of Accounts
GIFMIS-PFMS

To:
All Pr. CCAs/CCAs/CAs (with independent charge)



Copy for information to-

1. PSto Addl. CGA, PFMS

Jt. CGA (TRBR)/ Jt. CGA (Roll Out)/ Jt. CGA (DBT)

All Sr. AOs/AAOs, GIFMIS, O/o CGA

Sr. Accounts Officer, GIFMIS, O/o CGA for uploading on the website of CGA
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Government of India
Ministry of Finance
Department of Expenditure
O/o Controller General of Accounts
GIFMIS- PFMS

Dated-20.08.2025

Office Memorandum

Subject: Roll out of new GIFMIS Portal (https://www.gifmis.cga.gov.in) for Treasury Users of
PFMS

As part of ongoing efforts to enhance system performance, manage increased user load, and
improve the overall user experience on PFMS, it has been decided to migrate all treasury users
(Claimants, Employees, PD, PD Maker, PD Checker, DDO, DDO Maker, DDO Checker, Bill

Distributor, Dealing Hand, AAO, PAO, Pr. AO Dealmg hand, PrAO-AAO, PrAO, CCA etc.) to a
new dedicated URL https://www.gifmis.cga.gov.in.

2 The new URL https://www.gifmis.cga.gov.in will be activated w.e.f. 22.08.2025. Once the
new URL is activated, all treasury users will be migrated onto the new GIFMIS URL. The treasury
users (PD, PD Maker, PD Checker, DDO, DDO Maker, DDO Checker, Bill Distributor, Dealing

Hand, AAO, PAO, Pr. AO Dealing hand, PrAO -AAO, PrAO) will no longer be able to log in to
https://www.pfms.nic.in.

3 As part of a phased implementation, it has been decided to migrate the users of the selected
PAOs (list annexed) to the new GIFMIS URL on pilot basis starting from 22.08.2025. The
timeline for the full-scale rollout of the new URL to all users will be announced separately. Until

then, all users other than those in the selected PAOs should continue accessing the system via the
existing URL: https://www.pfms.nic.in.

4. It may also be noted that after migration to the new GIFMIS URL

i.e. https://www.gifmis.cga.gov.in, users already registered for FIDO, require to re-register for
FIDO. User Manual of the FIDO registration is enclosed for reference.

5. All Pr. CCAs/CCAs/CAs with independent charge are requested to widely disseminate this
information to all concerned field offices, thereby facilitating seamless migration of treasury users to
new GIFMIS URL (https://www.gifmis.cga.gov.in) for performing treasury functions.

6. In this regard, for any issues during the migration process, please contact:-

a) Shri Anil Mahendru, email: pa02000@nic.in, Phone 011 —24665410/411
b) Ms. Surekha Kumari, email: itd-pfms@gov.in, Phone 011 —24665414/650

This issues with the approval of the competent authority.

Encl.: As above.

Assistant Controller General of Accounts
GIFMIS-PFMS

To:
All Pr. CCAs/CCAs/CAs (with independent charge)



Copy for information to-

1. PSto Addl. CGA, PEMS

Jt. CGA (TRBRY)/ Jt. CGA (Roll Out)/ Jt. CGA (DBT)

All St. AOs/AAOs, GIFMIS, O/o CGA

St. Accounts Officer, GIFMIS, O/o CGA for uploading on the website of CGA
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Annexure

List of PAOs selected for Pilot project of migration to new URL-

Sk No. | Controller Code & Name PAO Code & Name

() 005- Fertilizer 005942- Pr. AO - (Fert-I), New Delhi

(i1) 010- Power 013455- PAO (Sectt.), M/o Power, New Delhi

(iii) 013- Expenditure 005825- PAO, State Loan, D/o Exp, M/o
Finance, New Delhi

(iv) 013- Expenditure 016001- PAO, O/o CGA, New Delhi

v) 013- Expenditure 016100- PAO, INGAF, New Delhi

(vi) 013- Expenditure 008391- PAO, PFMS, New Delhi

(vii) I17- Ministry of Skill 005949- Pr. cum- PAO, M/o Skill

Development &
Entrepreneurship

Development & Entrepreneurship, New Delhi
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INTRODUCTION

Purpose

The purpose of this document is to help the user to understand all the functionality required in
FIDO in PFMS. This document will help user to understand step by step for FIDO device
registration in the PFMS.

Abbreviations:

S. Abbreviations Definitions

No.

1 PD Program Division

2 DDO Drawing & Disbursing Officer

3 PAO Pay & Account Officer

4 PrAO Principal Account Officer

5 CCA Chief Controller of Accounts

6 PFMS Public Financial Management System
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Scope:
FIDO as second factor authentication in PFMS is being rolled out for the dual signatory users at PAO
office.
Requirement:

For the FIDO registration purpose, it is required to display the menu at the approving authority
level. Each user will register his/her fingerprints on the device by physical presence at the office
of the respective approving authority except PAO. PAO need not visit their higher authority, they
can use the self-registration functionality.

FIDO Implementation in PFMS
PAO Onboarding process:-

There is no need for any outstation PAO to register in presence of an approving authority at the
PRAO office. They can understand how to register themselves by following the steps below. This
article will assist in understanding how PRAO grants PAO approval for the FIDO device
registration process, PAO FIDO device self-registration, PAO FIDO device exemption, and PAO
FIDO device un-mapping.

PRAO Approve PAO for Self-registration:-

Under this process, PRAO will come to understand how PRAO will give approval to PAO for self-
registration step by step.

Navigation: - PRAO Login -> Master -> FIDO Self-registration approval

[— FIDO Self Reglstration Approval

S Tyge® P v
Sl il T, s [ Login 18 Galack:

e [

mmmmmm

---------

Lt AN encheh « I =
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PRAO needs to select the user type PAO from drop down and in login ID drop down PRAO need to
select the ID of PAO whom they want to give approval for self-registration. After selecting theuser
type and Login ID PRAO need to click on the search button. After clicking on the search button the
complete details of the selected PAO will display in the Grid view to the PRAO. The PRAO may see
that in order to give the PAOs permission to self-register FIDO devices, PRAO needs to click the
approval buttons. The PAO may now register FIDO devices.

When PRAO chooses the PAO LOGIN again, it will display that the PAO has already beenapproved
if it has already been approved.

©PFMS 2022, All Rights Reserved with PFMS, O/o Controller Gené&ral of Accounts, Min. of Finance, GOI Page 5

File No. V-12019/1/2020-PFMS-Part(1) (Computer No. 11565)
Generated from eOffice by KULDEEP UPADHYAY, AAO(K.U)PFMS, ASSISTANT ACCOUNT OFFICER, CGA on 08/08/2025 05:07 pm



123810/2023/PFMS_Andaman

PFMS Confidential

T Public Financial Management System-PFMS| i
@ |0V Coviruliar Genees of decoumin Misisiry of Fismnen | — z
-4 sineiss o Feglish v

FID) Scif Registration Approval

U Tpp® A -
St ity | o Tl -

At o Dnetivy

I

I

I

I

r 1
ey ol
Sdnte I
Pratiaeiam I
Sasetion Cuustaom ey [
R — :
Mty s Pcesning |
g
Mactens L} |
S

Ao ol

Tk

If PRAO wants to figure out the number of PAO who register independently after approval. For
that, PRAO must choose the User type PAO and "ALL" in the login ID fields before pressing the

Search button. After hitting the search button, a Grid-like list of all PAOs will appear below the
search button. How many PAQ’s are linked with a FIDO device is visible under the "Action" field

to PRAO.
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Revoke Self Registration Approval :-

If the Approving Authority accidentally or by mistake gives approval to the User for self registration,
then the Approving Authority (PRAO) has the right to revoke such permission.

Navigation: - PRAO Login -> Master -> FIDO Self-registration approval

DSC Management >
FIDO Registration

FIDO Log Info User Report
FIDO User Exemption

FIDO Device Unmapping

FIDO Multi Role Registration

FIDO Self Registration

FIDO PAOUser Report

|
Public Financial Management System-PFMS

welzomo E———

'ﬁ 01/0 Controller Ganaral of Accounts, Ministry of Finance " :".T,'..—_:.”.i"f.m:-mu E
& 03:03:03 PM E r
mrow—
Bharatiiosh Reports B Vgt | —Salect -
SchemeWiseContactDetads | Login Id:" 4
Home =
————— r“
Sharathodh o
Budget L
CAM Reports
Fimance Accounts
User Manuals
TSA-Mapping
Appropriation Accounts
eSanctions [
Hastirs
Preasion [
Users [
Account Code Directory =]
Agency
Sanctions

When the "FIDO Self-registration Approval" page appears after pressing the FIDO Self-registration
menu button, PRAO must choose PAO from the user type drop-down menu. PRAO must choose the
login ID of the user for whom they want to revoke permission for self-registration after choosing the
user type. In order to view the information about that user, PRAO must click the search button.
PRAO may now see the button labeled "Revoke Approve" along with the user's details. To revoke
authorization, PRAO must click the "Revoke Approve" button.
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After clicking on the “Revoke Approve” button a new message will display on the page “ User self
registered revoke successfully”.

i Public Financial Management System-PFMS e wa—
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Finance Accounts

User Manuals

Appropriation Accounts

aSunction

PAO self-Registration:-

While PAO tries to log in on the first attempt before registering the FIDO device. The PAO is
already exempt from first-time login. PAO needs to visit the FIDO device registration Page.
Navigation: - PAO Login -> Master -> FIDO Registration
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PAO need to select PAO in the user type dropdown. After choosing the user type from the drop-
down. The User Status unregistered must be chosen by PAO from the drop-down menu.
Following that, PAO must choose their Login ID from the drop-down menu. Now PAO must click
the search button.
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I Public Financial Management System- PI'MS.
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PAO self-details record shows in a grid view as shown in the below screen.
PAO After clicking on the register button two buttons will appear on the screen lower to the

table. Named Step 1 Register Finger in device and Step 2 FIDO Registration with PFMS.
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= FIDO Finger Enraliment And User Registration

Dewrdoad FIDD Basad Fingamnnt Enmiimant Apglication | Dewnkad FIDD Usar Markal
Bliseatitash finprasts

e T waer Types* | PAD

= Uses Stabon® | Unksgistorail v
Logn L ———

Selidamiip Maangemant [

Uharathmsh

Tudget

A Repons

s Areznts

[T

5z

By clicking on the Register Finger in device button the PAO will self-register the Finger onto the
device. At one time, the PAO can enroll a maximum of 5 fingers and without the registration of
at least one finger in the device, the FIDO registration with PFMS can’t be done. Once the finger
is registered in the device, the PAO clicks on the FIDO registration with PFMS button, PAO needs
to self-register into the FIDO device and PFMS portal. Then PAO can log in to PFMS with FIDO.
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The following screens will come when PAO clicks on the FIDO Register with PFMS.
PAO needs to click on the ok button for the next step.

Step 1:- Register Fingerprint in device

As seen in the screen below, the user must download the FIDO EXE from the portal once they
have clicked the "Register Finger in Device" button. The "Click Here" hyperlink must be clicked
by the user in order to start the download. Once the file has been downloaded, the user must
run the exe file in order to begin the installation process. The user must "Restart" the machine
when the installation process is finished. The user must go through this process only once.

i [Public Financial Munasement Svstem-PFMS [S S,
.j o
[ ] b

Piease download and install so

Click Here To Download Sof

harniie

|||||||

.......

After the system has restarted, the user must log in to the PFMS portal once more and visit the
FIDO Registration page, where they must once more choose their "User Type," "User Status,"
and "Login ID" before pressing the search button. A new grid view will appear after hitting the
search button, requiring the user to select the Register button. Subsequently, a new grid with
two buttons (Step 1:- Register Finger in device and Step 2 FIDO Registration with PFMS) will
appear below the information grid.

PAO need to click on the Step 1:- Register Finger in device Button to register their biometric with
the portal, below screen will appear where PAO can scan his finger with the FIDO device. User
need to click on the FIDO device icon to start the registration process.
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Connected Device List

Select the device to continue

T

After clicking on the FIDO device icon security key pin window will open where user need to set

the device's pin? The pin needs to be minimum 4 digits long.

ThinC-AUTH =

THIN o

Iasarrme STy v

n My Credentiais

% HOTP/TOTP

A new window will open once you click the save button to scan your finger. PAO must repeatedly
touch the sensor of the devices as just 20 percent of the biometrics will be scanned at a time.
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A

Settings s
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The message "Use your finger to unlock the device" will appear on the screen following a
successful 100% scan. By pressing the “Add another fingerprint” button, the user can either
utilize the same procedure to scan another finger or choose to close the pop-up window.

Step 2 FIDO Registration with PFMS: - For self-registration in the PFMS, PAO must click the FIDO
Registration with PFMS button. A pop-up notification containing the security key will appear.

®  Windows Securiy

Security key setup
ST U your secutity ki 10 Sign A 1o ples gow in e CEARANG

This reguest comes from Msedge, oublished by Microsoft

Corperatian
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The user must touch their registered finger to the FIDO device sensor after clicking the OK
button on the popup in order to register with PFMS. It will display the popup message
"Registration Completed" when the procedure is finished.

Now the PAO is registered with PFMS portal.

Registration
Successful!

Another process for FIDO Fingerprint Registration by Windows Hello:-

® The user must have machine with Windows 10 and above.
® The user must select Window > Search then enter “sign in options”.

® The user must select the "Sign-in options" as displayed in the image given below
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® A new window labelled “Settings" will appear after selecting "Sign-in options".

® The security Key option, which is displayed in the screen below, must be selected by users.

Settings
G Hame Sign-in options

= s . Lock your PC ina second

Find = sstting Manage how you sign in to your device
Accounts Select a sign-in option to add, change. ar remove it.

v o Windows Hello Face
This aptin urently unavaiiable—click to kearn mare

A= Your info

Windows Hello Fingerprint
B Email & accounts @ This option 5 currently unavailzsble—click to lsam maore Related settings
Lack screen
151 Windows Helio PIN
I 2 Sign-in options ] S e

Sign in with 3 PIN (Recom mendad
B3 Access work or school Sacliity ey ekl s
A Family & other users Manage a physical secufity key that can Iog you inta
applications.
3 Syne your settings

Learmn more

e The message "Insert your security key into the USB port" will appear in a new popup window

after clicking “Manage” inside "Security Key". The user must connect the FIDO device to a USB
port.

Insert your security key into the USB port.

Close

e Once the FIDO device has been inserted into the USB port, a new screen will appear, prompting
the user to touch the FIDO device's biometric sensor.
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| Touch your security key.

Close

e A new popup with the options "Security Key Fingerprint," "Security Key PIN," and "Reset Secu-
rity Key" will appear after touching the sensor.
e The user can choose desired option.

@ Security Key Fingerprint

Perschalize your security key

LR 3
c:+ Security Key PIN
- 3
Creating a PIN for your security key helps keep you secure

Add

Reset Security Key

Remaove everything from this security key and reset to
factory settings

Reset

Close
How to reset a device or a use a new device via "Windows HELLO" is explained in the steps below

1) Security Key PIN: - When device is completely reset or new user need to generate security key
PIN first
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=

@ Security Key Fingerprint

Personalize your security key

::: Security Key PIN

Creating a PIN for your security key helps keep you secure

Add

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Cloze

e User Need to click on the “ADD” Button under the Security Key Pin.

e After Clicking on the “ADD” button a new window popup will populate user need to enter secu-
rity Pin and again need to enter same security pin for confirmation. Minimum length of the pin
will be 4 digits.

Set up a security key PIN

L N J

e New security key PIN

LR N ]
-

Confirm security key PIN

Cancel

® The user must click the OK button after entering the security pin in order to save the modifica-
tions.

e When the OK button is pressed, the pin is saved, and a redirect to the "Windows Hello Setup"
home screen is initiated.
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Windows Hello setup

ﬁ Security Key Fingerprint
\ Personalize your security key

Setup

:+% Security Key PIN
E Creating a PIN for your security key helps keep vou secure

Change

Reset Security Key

Remove everything from this security key and reset to
tactory sattings

Reset

Close

® Auser can see the "Set up" button becoming active under "Security Key Fingerprint" after sav-
ing the security pin.

2) Security Key Fingerprint:-

@ Security Key Fingerprint

Personalize your security key

Set up

¢ Security Key PIN

-
-
i Creating & PIN for your security key helps keep you secure

Change

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Close

® The user must click the Setup button in order to register their finger.
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e The user will need to input their security pin in a new window that pops up after pressing the

setup button. It is purely for verification.

Making sure it's you

Security key PIN

Cancel

® The user must then click the OK button after inputting the pin. When a new window pops up,

the user must touch the device's fingerprint sensor.

Touch the fingerprint sensor

Repeatedly lift and rest your finger on the sensor on the top of
your device until setup is complete.

Cancel

e For your accurate biometric to be saved, the user needs touch it several times.
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® A new popup with a message will appear after saving the biometric “All set Use your fingerprint
the next time you wants to unlock your device”. And their will a hyper link also “Add another

Finger”.
All set!
Use your fingerprint the next time you want to unlock your

device.

Add another finger

Done

e For adding another finger biometric user need to repeat same steps. They can scan minimum 1
finger to maximum 5 finger.

After registering finger on windows Hello. User need to login to the PFMS portal. After login to the PFMS
portal user need to follow Navigation.

Navigation: - PAO Login -> Master -> FIDO Registration

Step 2 FIDO Registration with PFMS: - For FIDO device registration with PFMS, PAO must click
the FIDO Registration with PFMS button. A pop-up notification containing the security key will
appear.

©PFMS 2022, All Rights Reserved with PFMS, O/o Controller Gen&®@I of Accounts, Min. of Finance, GOI Page

File No. V-12019/1/2020-PFMS-Part(1) (Computer No. 11565)
Generated from eOffice by KULDEEP UPADHYAY, AAO(K.U)PFMS, ASSISTANT ACCOUNT OFFICER, CGA on 08/08/2025 05:07 pm



123810/2023/PFMS_Andaman

PFMS Confidential

el e—

Camn Ty
G-
Enclsh v
FIDO Finger Enroliment And User Registration
Dewrioad FIDD Bacad Fingamnint Enrnlimant Applicabion | Dewnload FIDD Usar Manual

” v gy Waer Types® PAD >
iu_'- Ures Staton” | Uniegistarail w

a R —— w
Tudget D
A g
Pmwrcn Acoouwts

a1 - Haeinbar S g e iy

Syt 2
e 5 o
Fancic’ b
lizers A
Asamcy I
Bt {*
SaacTies Cumtass Rl s
rvsane St b
fAeports.
atars i
My Belisames 63

©  windows Secunny
Security key setup
St up your Seeurity kiy 12 $ign i 1o plies.govin s

This reguest cames from Msedge. pubiished by Microsoft
Corporation

The user must touch their registered finger to the FIDO device sensor after clicking the OK button
on the popup in order to register with PFMS. It will display the popup message "Registration
Completed" when the procedure is finished.
Now the PAO is registered with PFMS portal.
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Registration
Successful!

PAO Exception FIDO device process:-
Navigation: - PRAO login -> Menu -> Masters -> FIDO User Exemption

The PRAO (higher authority) can grant a PAO an exemption if the PAO requests to log into PFMS
without using a FIDO device. It can be accomplished through configuration for the specific time
frame, and PRAO must enter the information in the Exemption date. However, before entering
the date, PRAO must uncheck the box in the "Is for Mandatory" column. Only then can PAO log
in to PFMS without a FIDO device. The same procedure can be used to remap the device, but this
time the "Is for Mandatory" button must be checked. At the PRAO level, the following screen will
show. While exempting the device PRAO need to enter the reason why they want to exempt the
device. After entering the reason PRAO need to click on the Ok Button.
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PAO FIDO Device UN-Mapping:-
Navigation: - PRAO Login -> Menu -> Master -> FIDO Device UNMapping

DSC Management [
FIDMD Registration

FIDO Log Info User Report

FIDD User Exemption
]

FIDD Device Unmapping

] FIDO Multi Role Registration

The PRAO must de-register the device from the PFMS and reset it before issuing or changing it
for a PAO who is leaving the department, being transferred, or whose device has been lost or
isn't functioning properly. The PRAO level will display on the next screen.

E ] Public Financial Management Systcm-PF_MSi
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e
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While unmapping the device PRAO need to enter the reason why they want to unmap the device.
After entering the reason PRAO need to click on the Ok Button. After clicking the ok Button the
device will unmap.
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Important Note: - If PAO wants to surrender their credential along with FIDO Device due to any
reason like transfer posting, retirement, etc. the FIDO device that is mapped to that user ID will
immediately be unmapped automatically when the user id deactivated.

Reset FIDO Device after Unmapping :-

® The user must have machine with Windows 10 and above.
® The user must select Windows > Search then enter “sign in options”.
® The user must select the "Sign-in options" as displayed in the image given below

Do ments

igning off meaning

gring authority

£ signing off email
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® A new window labelled “Settings" will appear after selecting "Sign-in options".

® The security Key option, which is displayed in the screen below, must be selected by users.

Settings
G Hame Sign-in options
o " ; & % your VA SRCon
Find = setting | Manage how you sign in to your device ok your P nasecond
Accounts Select a sign-in option to add, change. ar remove it.

» o Windows Hello Face
T ptin urrently unavailable—click to kearn more

A= Your infa
= Windows Hello Fingerprint
B Email & accounts @' This option i3 cumrently unavailable—dick to leam more Related settings
Lack soreen
2w g i 181 Windows Helio PIN
I 28 Sign-in opticns "I Signinwith a-PiM (Res
B Access work or school Saclrity Key Help from the web

#, Family & other users Manage a physical security key that can Iog you inta

applications.

@

Sync your settings

Learn more
lzsetting jocal account pa

Manage Creating a pa

e The message "Insert your security key into the USB port" will appear in a new popup window
after clicking “Manage” inside "Security Key". The user must connect the FIDO device to a USB
port.

Insert your security key into the USB port.

Close

e Once the FIDO device has been inserted into the USB port, a new screen will appear, prompting
the user to touch the FIDO device's biometric sensor.
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| Touch your security key.

Close

e A new popup with the options "Security Key Fingerprint," "Security Key PIN," and "Reset Secu-
rity Key" will appear after touching the sensor.
e The user can choose desired option.

Windows Hello setup

’(&i\\ Security Key Fingerprint
Personalize your security key

Add another Remave

snm
asse
“ee

Security Key PIN

Creating a PIN for your security key helps keep you secure

Change

Reset Security Key

Remove everything from this security key and reset to

Close

©PFMS 2022, All Rights Reserved with PFMS, O/o Controller Gen&3l of Accounts, Min. of Finance, GOI Page

File No. V-12019/1/2020-PFMS-Part(1) (Computer No. 11565)
Generated from eOffice by KULDEEP UPADHYAY, AAO(K.U)PFMS, ASSISTANT ACCOUNT OFFICER, CGA on 08/08/2025 05:07 pm



123810/2023/PFMS_Andaman

PFMS Confidential

For resetting the device user need to click on the Reset security Key Button.

A new pop-up warning message stating that "Reset Security Key: The security key will be reset
to factory setting. All data and credentials on this key will be cleared" will appear after select-
ing the Reset security key option. To reset the Device, the user must click the Proceed button.

Reset Security Key

The security key will be reset to factory settings. All data and
credentials an this key will be cleared.

Proceed Cancel

® The system will ask the user to remove and then re-insert the device after selecting Proceed.

Reinsert your security key.

Learn mora

Cancal
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e A new window will appear after re-inserting the FIDO device into the USB port asking the user to
touch the device multiple time with the message "Touch your security key twice within 10 second".

Touch your security key twice within 10 seconds

Learn more

Cancel

e Your device has now been reset and is ready for usage.

Reset Complete.

Done
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Multiple Role Registration:

Menu->Masters—>FIDO Multi Role Registration

DS5C Management [
FIDD Registration

FIDOD Log Info User Report
FIDOD User Exemption

FIDD Device Unmapping

FIDD Multi Role Registration

In PFMS user can be assigned with multiple roles, so new screen has been implemented for the
multiple roles tagging in PEMS system. Multiple role tagging will be applicable for only those who
has been already registered with FIDO. For multiple roles tagging user must approach his/her
respective approving authority. Screenshots are attached for the reference.
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As shown in above screen user will enter the login id or device serial number for multiple roles tagging.

30 Page | 30

File No. V-12019/1/2020-PFMS-Part(1) (Computer No. 11565)
Generated from eOffice by KULDEEP UPADHYAY, AAO(K.U)PFMS, ASSISTANT ACCOUNT OFFICER, CGA on 08/08/2025 05:07 pm



123810/2023/PFMS_Andaman

PFMS Confidential

-
. _{Public Financial Management System-PFMS)

* (16w Enmiraler Gomersl of Azemmts. Minisiry of Fassee iy R .

& | LiaTian A Engioh w1
Adbocrepor)
Wharuranh Rups ¢ iogantd or senal na.
L e i e
N—_"__ o OR
et st Masegerms)
ST Deehoe Sevisl Mei
sl g
[T
Fhbwan s A wimpinty 2 Firwl il Tl i e OO0 M

[reep -

58 Mgy
Apprsisation Acminin

shaustions

B
Fonwrm Sartoins

[T ———

As shown in above screen, details will come in the grid form and user need click on the ‘Add Role’
button.
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As shown in above screen, a pop-up will come on the screen and user need to select the details of user
for which he/she is doing the multiple roles tagging.
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As shown in above screen, again pop up will come mentioning the details and user needs to click on the
’Register’ button so that the user can be tagged to the multiple roles. After clicking on the register button,
a pop will come on the screen mentioning registration successful and after receiving this pop-up user will
be successfully registered for another role.

Registering...

| S S —

P 2
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Registration

Successful!

ey g ol

Note: Relaxation with respect to no. of users registered with FIDO device should be 4 users within
PAO and 3 more users across PAO, as currently PFMS is allowing users to create 4 login ids with the
same mobile no. and email within PAO and 3 more across PAO.

FIDO User Reports:-
FIDO PAO User Reports:-

Navigation: - PFMS Login -> FIDO -> FIDO PAO USER REPORT

DSC Management [5

FIDO Multi Role Registration

FIDO Self Registration Approval |
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After clicking on the FIDO PAO USER REPORT Sub menu button a new screen will open PAO User report
screen. Below are the functionality mentioned on the page.

1) PAO Office: PAO office features the list of PAO offices, PRAO must select the PAO code from the
Dropdown to check the status.

2) User Status: - PRAO need to click on the dropdown values which reports they want to check “All or
Registered User or Unregistered User or Exempt User or Unmapped User”.

3) User Type: - PRAO needs to select the user type from the dropdown. List of user types are: - All, PAO,
DH, AAO.

4) Date Range: - It will help Approving authority to search the reports between the dates. If the user clicks
on the Date range option a new option from date and to date will open under the option.

5) Till Date: - It will help the approving authority to give the complete record from beginning till date. It
should automatically show last three month data.

6) From Date and To-Date: - It will appear only after the user selects the Date range option. If they want
to check the report in a certain date range then they can select the date from date to To-date. Users
can select the date between the last three month periods.

Now the user needs to click on the “Search” Button to get the complete Report.
Users can see the complete report under the search button in the form of the grid view.

Case 1 :- FIDO “Registered” User
When approving authorities want to check how many users have registered their FIDO device after approval
they need to select “Registered” in the Status dropdown.
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After selecting Registered User in the Status dropdown menu the authorizing authority must select dropdown
values in PAO office, User type, Date Range, and till date from the dropdown menu before clicking the search
button. The full list of registered users will appear after selecting the search option. It will show PAO, AAO, and
dealing hand associated with that PAO Code are “Registered”. Along with the information about the User,
PRAO can also obtain information about the date of registration here.

Case 2:- FOR Unregistered User

When approving authorities want to check an unregistered user list they need to select “Unregistered” in the
Status dropdown.

Before clicking the search button, the authorizing authority must select the unregistered from the User Status
selection option. Additionally, they must choose from the dropdown menu for PAO Office, user type, and Date
Range/till date type. The full list of unregistered users will appear after clicking the search option. It will show
every PAO, AAO, and dealing hand associated with that PAO Code are “Unregistered”. PRAO can check the
date of approval information here in addition to the user information, allowing them to ask users to register
themselves.
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Case 3:- FOR FIDO “Exempt” User:-

When approving authorities wants to check how many users have taken exemption for use of their FIDO device
need to select “Exempt” in the User Status dropdown.

After selecting Exempt user in User status dropdown the authorizing authority must select the PAO Office, user
type, Date Range, till date from the dropdown menu before clicking the search button. The full list of Exempt
users will appear. It will show every PAO, AAO, and dealing hand associated with that PAO Code are “Exempt”.
With user details PRAO can check the reason of Exempt of user also.
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Case 4:- FOR FIDO “Unmapped” User:-

When approving authorities want to check how many users have unmapped their FIDO device approving
authority they need to select “Unmapped” in the User Status dropdown.

After selecting Unmapped in the User status the authorizing authority must select the PAO Office, user type,
Date Range type from the dropdown menu before clicking the search button. The complete list of unmapped
users will appear after selecting the search option. It will show every PAO, AAO, and dealing hand associated
with that PAO Code are “Unmapped”. With user details PRAO can check the reason of Unmapped of user also.
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Case 5:- FOR FIDO “ALL” User

When approving authorities wants to check ALL users Data like registered, unmapped Exempt and unregistered
the approving authority needs to select “ALL” in the User Status dropdown.

After selecting ALL in the User status the authorizing authority must select the ALL values in the PAO Office,
user type, Date Range should be till date before clicking the search button. The complete list of users will
appear after selecting the search option. It will show every PAO, AAO, and dealing hand associated with that
PAO Code. Field Name for the table grid view are “S.No”, “User ID”, “User Name”, “User Type”, “Email ID”,
“Mobile No.”, "Status ","Reason for Exempt/Unmapped”.
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FIDO User Log Report:-

Navigation: - PFMS Login -> FIDO-> FIDO Log Info User Report

DSC Management D—

FIDO Registration

FIDO User Ex\emp‘l:rm‘l.

FIDO Device Unmapping

1 FIDO Multi Role Registration

FIDO Self Registration Approval
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When PRAO wants to review the FIDO User Log info report. PRAO must click on the FIDO device Log
Report menu in the menu bar. After doing so, a new window will emerge, in which PRAO must enter the
information listed below.
1) PAO Office: - To verify the device status, PRAO must click the appropriate PAO office Code from the drop-
down menu.
2) User Type: - If PRAO wants to filter the log report they can choose the user type. In user type they can

choose PAO, AAO, and DH.

3) From Date and To-date PRAO: - when they wish to check the status of their FIDO device, they must
choose the From date and To date. Users can view the last three month data only.

4) To retrieve the information, PRAO must pick each of these drop-down menus and then click the "Search"
button.

A grid view will appear under the search button.

Field names of the grid view are “S.No” ,”Name of PAOs with code”, “User ID”, “User Name” “User Type”,
“FIDO Enrolment Date” , “Log count of user” . Please find the screen below. Users can examine the total
number of logged-in users under each PAO here.

39 Page | 39

File No. V-12019/1/2020-PFMS-Part(1) (Computer No. 11565)
Generated from eOffice by KULDEEP UPADHYAY, AAO(K.U)PFMS, ASSISTANT ACCOUNT OFFICER, CGA on 08/08/2025 05:07 pm



123810/2023/PFMS_Andaman

PFMS

Confidential

g |Public Financial Management System-PFMS

10/ Eartrullor fereral of Aucnuntz, Misistry af Finmoe

PAQ User Log Info Report

11154125 AN

BRO Offico |

Fram Cate | 0370972023

Usas Type

Ta Date

—AB--

B6[10/2023

e e

Uis6r Sanas

Lissr Log o

User Type &

PAC Offfec:

&l

Login lser :

From Dais -

B3-5ap-2023

Tor Dt ©

06-Oct-3033

Acsoum Codu Drestary

Agaucy

Presanitisa
Saneten Custam Fnkds
[ Pe—

Hearbhly Accourtn rormssny

Py ehesees

Agancie

File No. V-12019/1/2020-PFMS-Part(1) (Computer No. 11565)
Generated from eOffice by KULDEEP UPADHYAY, AAO(K.U)PFMS, ASSISTANT ACCOUNT OFFICER, CGA on 08/08/2025 05:07 pm

PAO Name With Code

+ - PACESEcH |
Mty of Fawer; New

L 1D

User MName

Hapil kumat

Uses Type

FAD - Pay i Acoount
orcar

FDO Entoimant Date  Log Count

050012023 5

40

o

Page | 40



